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Welcome

Some content in this 
session is not appropriate 

for younger children



What is online safety?

• Protecting children from 4 key areas of 
risk:
• Content

• Illegal or inappropriate material:
• Pornography
• Fake news
• Racism
• Misogyny
• Self-harm
• Suicide
• Radicalisation
• Extremism 

• Contact
• Bullying
• Grooming
• Aggressive advertising
• Radicalisation

• Conduct

• Causing harm

• Making explicit materials

• Sending abusive messages

• Sexually harassing

• Commerce 

• Online gambling

• Inappropriate advertising

• Phishing

• Financial scams



In today's session I will be sharing:

1. Ofcom data relating to children’s use of 
the online world (2023)

2. NSPCC/Childline data (2023)

3. Online behaviour trends since last years 
collaboration event

4. How we cover digital safety in the 
curriculum

5. How you can help keep your children 
digitally safe at home

6. Additional challenges for children with 
SEND



Data



Media usage by age 12-15 (Ofcom 2023)

‘Connecting and creating’:

o Connecting: communication via messaging (98%), social media (93%) and video games 
(79%)

o Creating: creating their own videos and sharing them online (47%)

o 98% own a mobile phone

o 96% of their online activity is via their phones

o 93% access social media

o 76% play online video games

o 42% communicate with other players who they only know through the game

o They spend (on average) more time each day on social media (1he 24 mins) than being 
with friends face to face (1hr 12 mins)



Methods of bullying



Actions children take to keep safe 
(age 12-15)

• 82% tell someone if they have come across 
something worrying online

• 67% have blocked someone

• 33% change their social media settings so 
fewer people can view their profile

• Only 14% have used a flagging function

• Only 35% were aware of a flagging function



What children believe
❑News from family/friends: 79% believe it is true

❑News on radio: 72% believe it is true

❑TV news: 65% believe it is true

❑Online news: 54%

❑Friends: 37%

❑Social media: 30%

❑Despite this, 28% of children use TikTok as their 
main news source!

❑Spotting a fake:



NSPCC/Childline findings (2023)



Keeping up with trends



What is new?

• Online Safety Act 2023 – no changes were required to KCSIE 
policy

• Aimed at social media platforms

• New offences

• More information: 
https://www.gov.uk/government/publications/online-safety-act-new-
criminal-offences-
circular#:~:text=The%20Online%20Safety%20Act%20became,thei
r%20sites%2C%20including%20illegal%20content. 

https://www.gov.uk/government/publications/online-safety-act-new-criminal-offences-circular#:~:text=The%20Online%20Safety%20Act%20became,their%20sites%2C%20including%20illegal%20content
https://www.gov.uk/government/publications/online-safety-act-new-criminal-offences-circular#:~:text=The%20Online%20Safety%20Act%20became,their%20sites%2C%20including%20illegal%20content
https://www.gov.uk/government/publications/online-safety-act-new-criminal-offences-circular#:~:text=The%20Online%20Safety%20Act%20became,their%20sites%2C%20including%20illegal%20content
https://www.gov.uk/government/publications/online-safety-act-new-criminal-offences-circular#:~:text=The%20Online%20Safety%20Act%20became,their%20sites%2C%20including%20illegal%20content


National Online Safety: current tends

https://nationalcollege.com/categories/online-safety

https://nationalcollege.com/categories/online-safety


Current issues

Teen online dating apps:

• Most popular one has recently hit the one million users mark

• Popular ones are MyLOL and Wink

• MyLOL is aimed at 13-19 year olds but no reliable method of age 
verification

• Risks include catfishing, scammers, stalking, webcam blackmail & 
harassment

Monkey

• Online video calling with random strangers using snapchat account 
details or mobile phone numbers

• Various platforms but Monkey saw its number of visitors double in 
the space of a month in Nov/Dec 2023



Current issues: Rumble

• Video sharing platform designed as an alternative to YouTube

• Recommended for age 12+

• Associated with Truth Social (platform launched by Donald Trump)

• Political bias – attracts content outside of mainstream politics

• It champions free speech and attracts high profile content creators like 
Andrew Tate and Russell Brand and others who have been banned from 
other platforms

• Adults may be equipped to be objective about these topics, children 
rarely are

• Has fewer censors and restrictions than YouTube

• Whatever the algorithm is picking up is trending, it is likely to 
recommend that content to any age

• Lots of content around sensitive topics (gun control, abortion etc), mostly 
with a political bias

• Complex topics need impartial perspectives



Current issues: Amino

• ‘Online convention’

• Recommended for age 12+

• People join groups with like minded people

• Encourages people to build up streaks

• Reputation points are given for logging on regularly

Risks:

• No proof of age required

• Some of the communities have very little moderation in place

• User generated content is shared

• In-app purchases for Amino+



Current issues: Microtransactions (MTX)

• In-app/in-game purchases (loot boxes, unlocking extra features)

• $76bn revenue in 2023

• Risks:

• Gateway to gambling

• Becomes addictive

• Paying to win (FIFA for example)

• A child will keep paying to keep up with friends

• Data is collected about the young person by the app/game 
developer



Digital safety coverage in the 
curriculum



What we cover: Y7

Computing lessons:

• Understand the need to keep personal information private (recap of stranger danger from KS2)

• Know what to do if contacted by a stranger or sees inappropriate content

• Recognise unacceptable behaviour online

• Show a range of ways to report inappropriate content/contact

• Reliability of data & sources

My World and DLD (Spring term):

• Cyber bullying
• Victim action
• Bystander responsibilities

• Online risks in gaming rooms
•Anonymity
•Money laundering​​/Money mule​​s
•Radicalisation
•Physical impacts (sleep deprivation, RSI)

• Reporting concerns in gaming rooms and on social media
• Who and how

• How personal data and data about online searches is collected
• Benefits & drawbacks



What we cover: Y8

Computing lessons:

• Recognize ethical issues surrounding IT use

• Threats to personal data and how to mitigate 
them

My World and Spring DLD:

• Media portrayal of body image
• Selfies
• Pressure to look a certain way
• Editing – Dove video
• Risks of trying to achieve the ‘perfect’ body

• Online relationships
• Impact of cyber bullying
• Social media



What we cover: Y9

My World (Summer):

• Gambling (online and offline)
• Minimum age for different types
• How it becomes addictive
• Avoiding addiction

Spring DLD:

• Body Image & stereotypes in the media
• Impact of social media
• Who to go to for help
• Strategies to minimise damage

• Social media, misogyny & influencers
• How social media and influencers manipulate 

our views and opinions
• Reminder of protected characteristics in the 

context of social media and influencer posts



What we cover: Y10

My World (Spring):

• Dangers of the media’s portrayal of sex
• Difference between real sex & pornography
• Dangers of watching pornography
• Law relating to pornography

• Online risks
• Cyber bullying (recap)
• Grooming – the signs & consequences
• Sharing of indecent images – why people do it and the law
• Revenge porn

Spring DLD:

• Sexting (and sexual consent)
• Why people do it
• The risks of doing it
• How to keep safe



What we cover: Y11

My World (Autumn):

• All finance related:

• Identity theft

•Digital fraud

•Hacking

•Malware

•Money mules

•Social​ fraud

•Phishing

•Vishing

•Smishing

In 2019, 7,500 young people 
aged under 21 were caught 

acting as money mules!
Our children are the target 

audience for this crime!



Our advice to students …

Don’t view, post, share or 
comment on/like anything 
you wouldn’t show to your 

grandparents!



Keeping your child digitally safe 
at home



Top tips

1. Show an interest in your child’s online habits

2. Set up parental controls

3. Don’t allow your child to have social media 
accounts until they’re at least the minimum 
age and have an understanding of the 
potential dangers

4. Know the safety tools available for the social 
media used by your child

5. Spend online time with your child



Age limits for social media
Minimum age 13:

•Snap chat

•Facebook

•You Tube

•Instagram

•Tumblr

•Twitter

•Tiktok

•Yubo

•Houseparty

•KiK

•Bebo

•YouNow

•Habbo

•Reddit

•Whisper

•Discord

•Twitch

•AskFM

Which Apps is your child 
using?

Are they age appropriate?

Minimum Age 16:

•WhatsApp

•LinkedIn

•Flickr

•Vimeo

•MySpace

•Periscope

Minimum Age 18:

•Clubhouse

•Monkey

•Meet Me

•Live.Me

•Tagged

•YOLO



Reasons for age limits

1. Most have an instant message function that 
allows private conversations between site 
members

2. Apps can show the location of the phone and 
live streaming/pictures which puts young 
people are at risk (digital footprint)

3. People aren’t always who they pretend to be 
and there is no one checking – online groomers 
will target young people

4. Some of the material posted is not appropriate 
not appropriate for children – there is no-one 
checking!

5. It isn’t always easy for younger people to work 
out what is true and what is fake news



Reporting concerns: what we share with students

1. Report button on some social media and images

2. Block anyone trying to make contact who is a stranger

3. Don’t share personal information

4. Keep evidence of anything unpleasant aimed at you (you 
may need it as evidence for the police if things get worse ​)

5. Do not reply to people you don’t know or who are 
being unpleasant to you

6. Report content to Action fraud website (money laundering 
& fraud)

7. Report to your email provider

8. Report to Ofcom

9. Internet watch foundation (indecent images of children)



Online gaming to gambling

Research has shown children are more likely to gamble who:

• Weekly game online (4.3 times more likely to online 
gamble)

• Spend a lot of time gaming - gives a route into betting 
with the use of ‘loot boxes’

• Spend a lot of time alone

• See their parents gambling

• Are exposed to gambling adverts and sponsorship

Avoiding future gambling addiction:

• Most gambling is restricted to 18+, keep to the law

• Have regular breaks from games

• Limit how much time spent gaming

• Don’t save card details for in-game purchases



Children with SEND



NSPCC/Childline 2023 report



There are a number of resources to help parents

https://saferinternet.org.uk/guide-and-resource/parents-
and-carers

https://www.nspcc.org.uk/keeping-children-safe/online-
safety/#guides

https://www.internetmatters.org/

https://www.thinkuknow.co.uk/parents/

https://www.gov.uk/government/publications/coronavirus-
covid-19-keeping-children-safe-online/coronavirus-covid-
19-support-for-parents-and-carers-to-keep-children-safe-
online

https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides
https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides
https://www.internetmatters.org/
https://www.thinkuknow.co.uk/parents/
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online


Other useful resources

Safety in gaming rooms: https://www.bbc.co.uk/newsround/56527816

Cookies: https://www.youtube.com/watch?v=rdVPflECed8

https://www.bbc.co.uk/newsround/56527816
https://www.youtube.com/watch?v=rdVPflECed8%C2%A0(5.07)


Brighton Hill Community School

Brighton Way

Basingstoke

Hampshire

RG22 4HS

Phone: 01256 350606

Email: admin@brightonhill.hants.sch.uk
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